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ABSTRACT
Issues of digital inequity, bias, and discrimination are cropping up across
the public and private sectors. While government officials and policy makers
represent citizens in some of the most important decisions regarding the
regulation of emerging technologies and social platforms, many of these
individuals lack the technological literacy and experience needed to tackle
emerging issues of equity, privacy, and accountability. To address these
concerns in data governance, this paper presents an overview of the
disparate impact(s) of modern technologies along with a practical guide to
help bridge the knowledge gap between researchers, policymakers, and
government officials.
Keywords: technology, policy, equity, principles Principles for Equitable
Technology Policy:
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Technological advancement has permeated multiple aspects of
contemporary life—insofar that it has become a societal expectation.
The prescribed benefits of emerging technologies are indeed quite
pronounced: research into messenger RNA technology, for instance,
has allowed for the rapid and scaled development of numerous
medical treatments, such as the various COVID-19 vaccines (Centers
for Disease Control and Prevention [CDC], 2021). Notwithstanding these
benefits, issues of digital inequity, bias, and discrimination cannot go
undiscussed. The purpose of this paper, therefore, is to provide an
overview of the disparate impact(s) of modern technologies in order
to establish a set of basic principles to be adopted by policymakers
and individuals guiding data governance decision-making. The
contribution of this paper is three-fold: first, we discuss the historic and
contemporary scholarship of the interconnected relationship between
emerging technologies employed by government actors (e.g., predictive
analytics, digital surveillance, etc.) and systemic racism. Second, we
provide a brief overview of the notable federal, state, and municipal
efforts addressing the social, political, and economic impact(s) of digital
surveillance technologies. Third, we expand on the prior two points by
providing an Equitable Technology Policy framework. This framework
is based on the following four principles: (a) Acknowledgement of Data
Non-Neutrality, (b) Accountability and Active Pursuit of Equity, (c) NonPunitive Approaches, and (d) Transparency. Most importantly, in this
paper, we will provide a series of action steps that government officials
can take to enact each of these principles.

What Are “Emerging Technologies”?
The term emerging technologies refers to multiple technological tools and
techniques that, although not completely realized in terms of their development or sophistication, comprise the forefront of digital innovation. These innovations include facial recognition systems, robotics, artificial intelligence,
natural language processing, and predictive risk modeling.
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These technologies are usually defined by robust automated processes,
machine learning, the collection, analysis, and application of biometric
information, and so on. When identifying emerging technologies, we typically
focus on technologies that redefine the status-quo within specific industries
or throughout society at large.
The rationales given in support of technological innovations, such as improving health outcomes or optimizing social service delivery, are undoubtedly
positive. However, in application, these tools can also create unintended
or adverse outcomes. Of primary concern is the possibility that new technology will lead to increased biased or inequitable outcomes, meaning that
some groups—those with historic economic and social privileges—will fare
significantly better than others—those from historically marginalized groups
and backgrounds (Ortega et al., 2020). Although algorithmic bias can be
produced via multiple social identities (e.g., sex, gender identity, class, etc.),
we focus primarily on the unequal outcomes that reproduce or reify racism.
Racism has long served as a catalyst for oppressive socio-political hierarchies. In the United States, such racist events include slavery, Jim Crow era
apartheid, redlining (Britannica, 2014), and community over-policing (Robinson, 2017). Employing a social justice lens to the challenges of technological
innovation and race helps promote a better understanding of how certain
digital tools and applications reproduce or facilitate these historical forms
of oppression. Despite many technology developers and brokers touting
their algorithms as “race neutral” or “ahistorical,” if bias is not accounted for,
these technologies can inherit the developers’ implicit or explicit biases. To
illustrate, Capatosto and colleagues (2021) highlight how racism can embed
itself in contemporary data analytics and applications. They break down the
“data lifecycle” into its constituent parts—Design, Input, Analysis, Outputs,
and Application—and outline concerns regarding the replication of historic inequities in each respective phase. For example, in the initial “Design”
phase, the authors note the following:
the analytic design will bear some reflection of the designers’
intentions and worldview—including their political, or social
backgrounds. When choosing which data to use and for what
purpose, the decision makes may also be influenced by their
own implicit or explicit racial biases (Capatosto et al., 2021).
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Moreover, in the following “Input” phase, the authors highlight concerns
regarding “stratification of who may be impacted in cases where user engagement is monitored, even if these analytics models are designed to
target resources toward addressing community needs” (Capatosto et al.,
2021). In the case of “collecting location data on public transport ridership
to optimize services,” for instance, the collected data are “overwhelmingly
coming from poor, immigrant, Black, and Latino communities,” Capatosto et
al. (2021) assert. As such, the capacity of algorithms to inherit human biases
or disproportionately target certain populations raises many challenges and
concerns for social equity.
Importantly, not all uses of these emerging technologies have an equal
social impact. Acknowledging the scope and focus of their application is
therefore key to understanding the associated risks, such as subjecting
the public to increased surveillance, restricting civil rights and liberties,
and codifying discriminatory outcomes (Greene, 2018). To illustrate, Greene
(2018) outlines a framework for examining ethical AI risk where infrastructure investment (e.g., fixing potholes) poses a low risk, and court sentencing
or predictive policing poses a higher risk.

Challenges & Responses
The potential for racial bias is particularly concerning for technologies that
are rapidly deployed in response to crises. The COVID-19 pandemic presents the most recent event, where the need to respond to immediate health
risks may have temporarily overshadowed potential issues around equitable technology usage (Ortega et al., 2020). While global governments were
rapidly adopting new technologies even prior to the pandemic, the last
year has normalized the usage of advanced analytic tools, such as digital
contact tracing and surveillance on an exponential scale (Woodhams, 2021).
Notwithstanding their benefits, the adoption of such technologies has also
led to widespread discrimination within health management practices (e.g.,
Vyas et al., 2020; Obermeyer et al., 2019), predictions of recidivism in judicial proceedings (Angwin et al., 2016), and the accuracy of facial recognition
tools (Grother et al., 2019). Their impact cannot go understated.
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Government officials and policy makers are constantly weighing the benefits of technology against the danger of perpetuating racial and economic
discrimination. In doing so, they are navigating a set of socio-political issues that have historically gone undiscussed. Given the novelty of these
concerns, it is unlikely that public officials would have formal educational
experience or subject matter expertise in these areas (e.g., computer science and the ethical dilemmas underpinning big data analytics). Moreover,
government officials from both political parties have fallen prey to cyberattacks from foreign entities, sometimes through relatively simple techniques,
such as email phishing schemes (Dreyfuss, 2017). Consequently, technological literacy, or lack thereof, has become an issue of national significance,
especially as government agencies become tasked with identifying, prosecuting, and responding to instances of cyber espionage, data destruction,
influence campaigns, and other technological abuses.
In a 2019 report from the Singapore Defence Technology Summit proceedings, members from various international technology governance communities argued that congressional participation “is needed to hold the tech
sector accountable” (Lamberth, 2019, p. 3). However, they also found that
“tech literacy amongst congressional members poses a substantial challenge” (Lamberth, 2019, p. 3) to actualizing these efforts. Despite these challenges, municipal, state, and federal representatives have moved forward
with introducing legislation specifically aimed at curbing the negative social
impact algorithms and emerging technologies inflict on society. With a main
focus on privacy and facial recognition policies, there have been notable
examples of equitable tech policymaking within the last three years alone.
Earlier this year, Virginia, for instance, became the second state after California to adopt its own data privacy legislation, granting residents of the
state greater autonomy over how their personal information is collected,
analyzed, and shared. At the municipal level, the cities of San Francisco,
CA; Cambridge, England; and Boston, MA among others, have banned the
use of facial recognition systems by their respective police agencies. Moreover, Oregon, California, and New Hampshire have led state efforts against
facial recognition. While this paper focuses on equitable tech policy in the
U.S. government, there are also international examples that U.S. leaders
can draw from. For example, officially implemented in 2018, the European
Union’s (EU) General Data Protection Regulation (GDPR) is considered to
be a flagship example of data regulation and governance across the globe
(Wolford, 2021a).
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Table 1 provides an overview of notable federal initiatives that address technology abuse and data privacy that were introduced in the 116th (2019-2021)
and 117th (2021-2023) U.S. Congresses.
Despite these recent advancements, the U.S. still has a long way to go to
ensure that emerging technologies do not discriminate against or invade
the privacy of vulnerable populations. Moreover, while the regulation and
use of these emerging technologies present an unprecedented set of issues for lawmakers to evaluate, the underlying problems of racial inequity
and discrimination are not new. The U.S. government has a longstanding
history of implementing—and failing to intervene against—technological
practices that have produced overly punitive and unequal outcomes (Arnett, 2020; Browne, 2015).

Inequitable Technological Practices
The American law enforcement and security apparatus have deployed a
myriad of technologies and methods to subject Black, Latinx, and other
racial/ethnic minority communities to increase surveillance in exchange for
vague promises of reinforced public safety (Arnett, 2020; Browne, 2015).
For example, the increased police presence in Muslim majority neighborhoods in the months and years following the 9/11 terrorist attacks serve as
an important reminder of how, even without prior suspicion, individuals and
entire communities can become subject to mass surveillance and monitoring (Goldman & Apuzzo, 2012). The demand to produce information on
Muslim communities following the attacks led to questionable surveillance
methods, such as the monitoring of Muslim student associations (Hawley,
2012) in the in the northeast United States and the use of informants to intentionally “bait” Muslim leaders into having conversations about terrorism
(Goldman & Apuzzo, 2012). A more recent example of mass surveillance
implementation in response to racial and political movements is the police
use of social media monitoring and alleged use of “stingray” technologies—
tools designed to mimic a cell tower so that nearby cellular communication
will be tracked or intercepted by the device, at Black Live’s Matter demonstrations (Scott, 2017; Zetter, 2020).
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Biases have been codified in ways that have not been directly related to policing or surveillance. Take, for example, the use of data to determine loan rates or
even rank teacher performance. In the former case, research has shown that Black
applicants are historically denied financed loans at much higher rates when compared to their White counterparts (Bartlett et al., 2019). This same process has informed algorithmic tools used to determine mortgage eligibility, generating racialized feedback loops that facilitate Black poverty (Bartlett et al., 2019). In regard to
ranking teacher performance, Cathay O’Neil (2016) tells the story of Sarah Wysocki,
a Washington, D.C. teacher who was fired from her job due to low scores from
a performance ranking algorithm. Although Wysocki received rave reviews from
the community and school administrators, the value-added modeling used by the
algorithm outweighed their praise, leaving the district “no choice” but to fire her
along with 205 other educators (O’Neil 2016). In this previous case, technological
exceptionalism was a detriment not only to Wysocki’s career, but to the wellbeing
of her community as a whole.
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While many of these examples of algorithmic bias comprise a relatively new
frontier of public policy, the concerns regarding unequal application, limitation of public power, and the reproduction of social inequities remain on
their historic trajectory. In other words, the underlying issue of discrimination is not new; the ability of algorithmic bias to proliferate and ultimately
evade scrutiny due to technological advancement and lacking accountability mechanisms, however, is quite new. As such, contemporary policies must
be evaluated with America’s history in mind.

Toward Equitable Technology Policy
Contemporary race and technology scholars have warned against broad
digital surveillance apparatus as the next progression of legally encoded
discrimination (Benjamin, 2019). The core of this body of research and theory is understanding that data, analytic frameworks, and use technologies
are fundamentally intertwined with existing structures of racism and social
stratification. For example, Ruha Benjamin (2019) discusses in her book
Race After Technology how technology reaffirms and deepens hierarchical
structures in society through algorithmic bias. One such instance Benjamin
cites is an employment simulation study by Princeton researchers. In the
study, Caliskan and colleagues (2017; as cited in Benjamin, 2019) observed
that “widely used language processing algorithms trained on human writing
from the Internet reproduced human biases along racist and sexist lines'' (p.
95). Their findings throw doubt onto claims that emerging technologies are
race-neutral or ahistorical.
Simone Browne (2015), moreover, argues that modern surveillance of the
Black people finds its roots in chattel slavery, where Black people faced
heightened scrutiny via slave branding, “lantern laws” that mandated unaccompanied Black people walk with candle lanterns at night, runaway slave
notices, and other monitoring techniques. Chaz Arnett (2019) argues that the
advent of ankle monitors has expanded the reach of carceral institutions,
facilitating social stratification through “e-carceration” or “the outsourcing of
aspects of prison into communities under the guise of carceral humanism”
(Arnett, 2019, p. 645).
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Due to these historic and modern forms of systemic abuse, the field requires more than a “race-conscious” lens of analysis. Instead, racism and
the potential for exploitation and stratification across social identities
must be conceptualized as a fundamental pillar for how policy makers,
government officials, and the public approach the implications of big data
and technology on society. We operationalize these values of anti-racism
within technology and social policy according to the following principles:
(a) Data Non-Neutrality; (b) Accountability and Active Pursuit of Equity; (c)
Non-Punitive Approaches; and (d) Transparency. In the section that follows,
we will expand on these principles and provide tangible examples of how
each can be implemented via institutional policy or practice.

Principles for Tech Equity
The application of social values and ethics to emerging technologies is
an increasingly expanding area of research and scholarship. While there
are certainly many resources that public officials can consult to apply an
ethical lens to data governance, we specifically focus on principles that
will promote racial justice. In some cases, these principles may be accomplished through changes or adaptations of existing tools or frameworks. In
other cases, having public oversight or even banning specific applications
may be more appropriate. In any case, the potential for racial discrimination and adverse impacts for historically marginalized communities should
be the primary lens for which the public use of technologies is evaluated.
In other words, the goal of equity should take precedence over the goals
of efficiency, optimization, or financial savings.
While there are many ways that these principles can be framed to produce
pro-social outcomes for any group, these principles are defined in a way
that their adoption will produce a more racially equitable and just world. To
illustrate, the benefits of a transparent government can be extended to residents of any race or ethnicity. However, we outline each of the Principles for
Tech Equity specifically around scholarship and best practices around racial
equity and inclusion. Further discussion of how each principle will advance
the goal of racial justice is included, below. Moreover, following each of the
associated principles, there will be one action step that policy makers can
take to embed this ideology into everyday practices. Examples of existing
and work-in-progress principles/ethics guidelines can be found in Table 2
below.
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PRINCIPLE 1: DATA NON-NEUTRALITY
Technology is not identity-neutral, and in order to develop policies that promote equity, decision-makers must first accept that data, analytic methods,
and the application of new technologies are ingrained with the biases of
their human authors. Importantly, awareness of the issue of non-neutrality
is not enough to curtail the possibility of discrimination. However, one must
first accept that models can produce inequitable outcomes, even without
discriminatory intent, before further accountability measures can be taken.
It is through the acknowledgment that technology holds the potential to
discriminate that decision makers can create steps to identity and prevent
inequitable or adverse outcomes before they occur.
An example of principle 1 involves data equity impact statements. Impact assessments or statements are common practices employed by governments
to ensure that new projects are compliant with existing regulation. For example, the requirement of an Environmental Impact Statement (EIS) is used
at the federal level to ensure compliance with the National Environmental
Policy Act of 1969 (NEPA). Impact statements are prepared in advance of a
project’s approval and serve as a preventative measure against adverse
impacts. In the same vein, the GDPR requires a Data Protection Impact Assessment (DPIA) in cases where firms are using new technologies; tracking
location or behavior; monitoring a publicly accessible location on a largescale; and processing personal data related to “racial or ethnic origin” (Wolford 2021b). Following this precedent, Data Equity Impact Statements are an
excellent measure to ensure that a consideration for racial bias is present
in the design phase of new projects and proposals that use emerging and/
or advanced technologies.
Because there is no guidance for data protection at the federal level, policy
makers and even department leaders can get into the regular practice of requiring new projects to demonstrate an awareness of data equity concerns
and propose measures to address sources of racial discrimination. As an
example, the DPIA offers a template¹ that U.S. leaders can model internal
practices after (Wolford, 2021b).

1 See “Sample DPIA template”: https://gdpr.eu/wp-content/uploads/2019/03/dpia-template-v1.pdf.
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PRINCIPLE 2: ACCOUNTABILITY & ACTIVE PURSUIT OF EQUITY
Policymakers play a critical role in determining the set of standards used to
evaluate differences between proposed technologies—such as their projected impact across racial lines (Osoba, et al., 2019). The social, political,
and economic history of the United States is rooted in racial discrimination and social exclusion. As a result, the use and integration of large public datasets (such as the Census or administrative records of government
agencies) always have the potential to internalize existing inequities that
will disproportionately impact any group that has historically been marginalized (Ramirez et al., 2016). This codified inequity could include the exclusion
of certain racial and ethnic groups from datasets, such as hard to count populations in the U.S. census, or the overrepresentation within data collection
from agencies that have a disproportionate presence in Black and Latinx
neighborhoods (Jefferson, 2020; The United States Census Bureau, 2019).
And when these inequalities are embedded within algorithms, it becomes
increasingly more difficult to prevent future instances of discrimination.
For example, algorithms are allowed to functionally discriminate—i.e.,
produce different outcomes based on the race of the groups or individuals—if the data used to train the algorithm exhibit racial differences in the
original base rates (Osoba et al., 2019). For example, in defense of the use
of its COMPAS algorithm, which produced higher risks scores for criminal
recidivism for Black defendants versus White defendants, the company
Northpointe argued that this difference in risk did not reveal a bias as the
data inputs for their algorithm showed that Black people were arrested for
crimes at a greater rate than White people (Dieterich et al., 2016; Osoba
et al., 2019). This reasoning itself is problematic and will inevitably exacerbate inequalities. However, this case raises critical questions for how
governments will counterbalance the notion of algorithm bias versus the
social impact these tools will inevitably create.
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Consequently, it is not sufficient for guidance around the regulation of big
data to simply promote non-discrimination. Yes, the public use of technology should be implemented fairly across all groups, but it should also aim to
correct historic inequities. Technologies which reproduce the status-quo
can exacerbate harm while adding a layer of obfuscation to remedies
aimed at addressing current discriminatory practices.
For this reason, the adoption of new technologies must work to combat
systemic racism. Accountability must also be meaningful. If there is no concrete justification that these tools can address systemic racism, there must
be concrete action to modify them until they do—or be abolished. Accountability is critical to this aim. However, it is not merely enough to have
governance mechanisms in place if they only address issues of accuracy
or discrimination after they occur. Accountability measures must be activated at multiple checkpoints², as outcomes will evolve as new information
is introduced into the model. In addition to effectiveness, cost, and other
relevant evaluation, metrics and racial equity must be embedded into the
entire accountability process.
An example to this principle of accountability is the issue of equity audits.
If government agencies are considering whether to employ an algorithm,
there must be some form of evaluation to demonstrate that it will not unfairly discriminate by race (or any other protected class; Brown et al., 2021).
An algorithmic equity audit is a thorough evaluation of how an algorithm or
technology operates. The auditing process requires testing a variety of cases and comparing outcomes across respondents. Fundamental pillars of algorithm audits include accuracy, consistency, and the effect of the algorithm
on protected classes. As a result of their highly technical nature, algorithmic
audits may involve the assistance of an academic institution or third party
with specialized knowledge (Guszcza et al., 2018).
Not all equity audits are created equal, and there is no current industry or
governance standard for how, or even if they must be conducted. There
are also many ways to operationalize notions of fairness, justice, or equity,
and how these terms are ultimately defined through the auditing process
are critical to this aim (Kattell et al., 2018; Osoba et al., 2019). For example,
many audits focus only on the technical aspects and require a high-level of
content expertise in how they are conducted and interpreted. Others who
advocate for an equitable algorithm auditing process have argued the benefits of more holistic evaluation.
² For overview see, “Data Equity Lifecycle” (2021) by Capatosto et al.
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For example, Brown et al. (2021) included a list of stakeholders impacted
by their algorithm and interests as one of the primary components of their
ethical algorithm assessment. Therefore, requiring that equity audits be implemented and developing guidance around the terms of the evaluation
are critical milestones in creating more racially equitable data governance
practices (Guszcza et al., 2018). An “active” pursuit of equity means that this
justification must be proactive. Accountability fails to be meaningful if an equity audit is only conducted after a new technology has been implemented
with the public. Instead, government agencies, especially at the municipal
level, can integrate equity audits into the scoping process by requiring tech
firms to submit an equity audit as part of the contract review (Brown et al.,
2021; Osoba et al., 2019)3
While these precautionary measures should be completed prior to a new
technology implementation, the algorithmic auditing process should be ongoing. As new data are feeding into the system, AI models will change and
adapt (Brown et al., 2021). In response, it is not sufficient to perform equity
and effectiveness audits at one time point, and ongoing evaluations of algorithmic outcomes should be codified in policy.

3 For further discussion on equity audits, see Turner Lee et al. (2019), Sullivan and Van Buren,
(2021), and Kim (2017).
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PRINCIPLE 3: NON-PUNITIVE APPROACHES
Policy makers and government officials must work to ensure that the use
of technologies do not merely work to optimize existing processes that already disproportionately expose Black and Brown communities to punitive
action. Such punitive action includes policing, judicial decisions, or even
exclusionary school discipline.
The function of the U.S. justice system is skewed toward punishment rather than rehabilitation (Alexander, 2010). Until the racism and punitive approaches within these systems are eradicated, the use of technology to
optimize, streamline, and make these processes more cost-effective should
be abolished. Even if all concerns around equitable treatment could be
eradicated, subjecting citizens to increasingly advanced systems of mass
surveillance though emerging technology would still produce negative social consequences.
An example of principle 3 involves facial recognition. The prior sections of
this paper have detailed the concerns surrounding the inequitable use of
facial recognition. In particular, Table 1 provides various examples of federal efforts to curb the use of facial recognition by law enforcement and
private actors. However, some local governments have expanded these
protections to physical locations and uses that are important to the public
interest. For example, in 2021, the city of Portland, Oregon became the first
jurisdiction to ban businesses from using facial recognition in “places of
public accommodation,” which include hotels, restaurants, and recreation
sites (Hamilton & Berry, 2021).
The identification of key spaces where there is a heightened potential for
a punitive response to everyday, public activities is still an ongoing discussion. However, the use of facial recognition at banks and ATMSs—and the
potential of this information to be shared with law enforcement—may be
one area where government oversight is most useful. Banks have explored
plans to pilot facial recognition across the country (Dave & Dastin, 2021).
For example, Chase Bank and JP Morgan have publicly announced plans to
pilot facial recognition technologies in a select number of branches in Ohio
(Dave & Dastin, 2021). Additionally, a representative of City National Bank
shared their hope that these tools ultimately “could spot people on government watch lists” (Dave & Dastin, 2021, p. 2).
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As public spaces are increasingly exposed to automated monitoring and
surveillance, government must play a central role in ensuring that Black and
Brown communities are not subjected to disproportionate contact with enforcement and other punitive measures though these technologies (Arnett,
2019).
PRINCIPLE 4: TRANSPARENCY
A lack of transparency can erode the public’s trust in government, particularly regarding issues that could perpetuate systemic racism. Additionally,
the adoption of emerging technologies by government agencies is currently an opaque process. For example, residents may not know if algorithms
are used to make decisions about their public lives or have an accessible
description of how new technologies are used. Government officials may
not have the full details for how private firms validate their tools or ensure
they are equitable. Representatives from tech corporations may not know
the technical specifics of how an algorithm works, or it may be black boxed,
defined as being “created directly from data by an algorithm, meaning that
humans, even those who design them, cannot understand how variables
are being combined to make predictions” (Rudin & Radin, 2019, p. 2). The
discretion of government agencies in determining the scope of information disclosures is another barrier to meaningful transparency (Shkabaturm,
2013). For example, the Electronic Freedom of Information Act (E-FOIA) allows agencies to deny a request for information or provide only partial details (Shkabaturm, 2013). Moreover, the balance between the public interest
and concern over jeopardizing trade secrets (in this case, proprietary code)
is skewed toward business and industry (Shkabaturm, 2013).
As a result, government officials play an important role in improving transparency regarding local policies on digital surveillance and other technologies. While there is no standard “template” for how government entities can
improve transparency, these processes can include everything from disclosing municipal tech contracts, to legal redress for discrimination where
algorithms are a part of the decision chain. Importantly, governments should
aim to enable public participation whenever possible, especially at critical
linkages, such as scoping new tools and reviewing administrative protocols
for how they should be implemented.
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An example of principle 4 is the disclosure of algorithmic decisions. Currently, there is no standard protocol for how to inform the public that an
algorithm or automated process is involved in a decision that affects human
life. Individuals can be denied an opportunity or have their liberties restricted without a right to know whether that decision, in whole or in part, was
the result of an algorithm (Rieke et al., 2020). As such, right to information
laws are one way to improve the disclosure of cases where emerging technologies are applied to public decisions (Rieke et al., 2020). For example, if
facial recognition was involved in the arrest of a person, or if a risk assessment resulted in a larger fine being imposed, or the placement of a child
into foster care, individuals should be able to question the accuracy and
appropriateness of these tools.
This disclosure should not merely inform individuals that an algorithm or new
technology was used, but it should provide information about the purpose
of the tool and any ethical considerations—especially those pertaining to
racial discrimination. Disclosing the relevant features of how a technology
is employed allows the public to assess its validity and identify potentially
harmful outcomes (Weaver & Bousquet, 2018). While the U.S. continues to
wrestle with concerns that proprietary code or algorithms would be subject
to disclosure, examples of public-centered transparency and disclosure
policies can be found in other nations. To illustrate, France has classified
software and source code among the eligible documents for a public record
request (Marique & Slautsky, 2019; Rieke et al., 2020).

CONCLUSION
The pervasive inequities discussed in this paper illustrate why users cannot
rely on big tech to sanction itself for exploitive and discriminatory behavior. The lack of consistency surrounding the impact of tech policy on social
outcomes combined with poor accountability structures to address discrimination within current data governance practices leave the public exposed
to issues of inequity and harm. These circumstances are ripe for perpetuating historic harms of disproportionate surveillance and adverse impacts of
technologies on communities of color and other marginalized groups. The
risk of inequitable tech is far too great to continue a passive approach to
data governance and regulation. Private firms and tech industry innovation
continue to outpace the public’s ability to stay informed and protect itself
against the harms of
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surveillance, extraction, and discriminatory treatment. As a result, the role of policy
makers and government leaders is critical for creating and implementing equitable
technological practices. Government leaders must rise to the challenge and frame
conversations about technological advancement though a historic, racial-equity
lens. More importantly, governments must enter into a paradigm shift in order to
engage and protect the communities that are most likely to be impacted by emerging technologies. This paradigm shift should abide by the four principles outlined
in this paper: (a) Data Non-Neutrality; (b) Accountability and Active Pursuit of Equity;
(c) Non-Punitive Approaches and (d) Transparency. It is not until the public can be
assured that they will be treated equitably by their governments that emerging
technologies can realize their benefit. Racially equitable tech policy should not
only center on how to avoid the harms of technologies, but how to center the dignity and humanity of all peoples. Technology should improve access to fair wages,
allow for more rest, create opportunities to travel, and respond to the needs of the
public—not the other way around. The only way to achieve that reality is by adopting values-driven approaches that promote equity within our technology policies,
practices, and laws.
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